
Cyber Fraud in SE Asia

• BEC Frauds
• Inpersonation Scams
• Romance Scams

• 12 Month Statistics
• ~$60M in losses 





Who Are the Victims?

• Business of all sizes

• Business that routinely deal in foreign 
transactions

• Recent victims include universities, multi-national 
corporations, etc. 



How to Protect Yourself

• Employ two-step verification procedure 
for wire transfers

• Employ intrusion detection systems 
that flag similar email extensions 

• Add internal controls to identify and
scrutinize changes in vendor payments

• Better scrutiny of email requests 
for funds transfers



What To Do If Victim of BEC?

1) Contact your financial institution immediately
� Request your FI contact the recipient FI

2) Contact law enforcement 
� FBI works closely with host nation law 

enforcement FBI/FinCEN can use rapid response 
protocol to attempt to reverse wires

3) File a complaint with www.ic3.gov


